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The use of Maltego by the Belgian
Economic Inspection




What is Maltego?

“Maltego is the all-in-one tool for link analysis. Maltego offers real-time data
mining and information gathering, as well as the representation of this
information on a node-based graph, making patterns and multiple order
connections between said information easily identifiable.”

Source: https://docs.maltego.com/en/support/solutions/articles/15000019166-
what-is-maltego-

=  Germany-based software company
= Platform with transforms (based on different databases)

» Find relationships between entities (People, social networks, companies,
websites, internet infrastructure...)
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Demo
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Company lookup - Orbis

Run Transforms

Find companies by name (Match API) [Orbis]

Find companies by name [Orbis]
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Run Transforms

Enrich details for Company

Find associated people
Find companies by name (Match API) [Orbis]
Find companies by name [Orbis]

Get Address
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Run Transforms

Enrich details for Person
Find People by Name
Get Address

Get E-Mail Addresses
Get Phone numbers

Lookup in WorldCompliance
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Person of Interest - Pipl

Run Transforms
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Example: Facebook-profile Mamadou
Blingbling

Mamadou Blingblin

@

Mamadou FaYe

Image searching

Summary  Aftachments (0 Notes Properties (8)
Google Me:
Open all URLs

Mamadou Blingbling

f Affiliation - Facebook

[maltego.affili

Wikipedia Me!

More.

Use the + button to add images

Attachments (0) Notes Properties (8)

Name Mamadou Blingbling

Network

L) 100014100545616

Profile URL https:/ifacebook com/ 00014100545616

Alias

Profile Imace

Image T8_nc_cid=08_nc_zt=248_nc_ht=scontent. fman1-2.magoh=00_AfE2mig0'Y seQF ) A0-BBCIKhkU

info

Run Transforms

[Utilities] Extract Text from Image [Image Analyzer]
[Utilities] Search Fully Matching Images [Image Analyzer]
[Utilities] Search Partial Matching Images [Image Analyzer]

[Utilities] Search Visually Similar Images [Image Analyzer]

POI] [image] Car Detector
POI] [Image] Get Exif

POI] [Image] Gun Detector
POI] [Image] Reverse Search
POI] [image] Search in Google

(No Machines)
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Image searching
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Real Louis Vuitton CARin GT A .https://messagu.ru/gta-dorogie-.. httpsi//vkcom/gtasaturn
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Details

Summary ~ Attachments (0)  MNotes  Properties (4)

EULLSOE Real Louis Vuition CAR in GTA V' 2020 - YouTube

URL hitps:ifw v w youtube. com/watch?app=desklopaamp;v=ahBq0pCQaVo

Title youtube.com

hitps:if.ytimg.com/vi/ah6qOpCQaVo/maxresdefautt pg
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Analyzing Websites — Domains - |P’s
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Bram De Busscher

Q o

Senior Inspector DG for Economic Inspection Belgium

Bd (O bram.debusscher@economie.fgov.be
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